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Introduction

At the start of Russia's full-scale invasion of 
Ukraine on February 24, 2022, Roskomnadzor 
blocked social media platforms such as 
Facebook and Twitter in an attempt to control 
the flow of information within Russia. In 
response, users turned to unconventional 
channels to bypass this censorship. An account 
presumably affiliated with the Anonymous 
movement suggested using Google Maps 
reviews to disseminate war-related information 
to Russian citizens [1].

Figure 1. Thread asking to review bomb Google Maps.

Motivated by the mention of this phenomenon 
in the media, we analyze how two popular travel 
platforms (Google Maps and Tripadvisor) 
were used to disseminate war-related content.

Methodology

We collected 7,330 posts from 1.3k threads in 
Tripadvisor travel forums over 7 months of 
2022. Using a custom Chromium-based crawler, 
we harvested 2.2 million Google Maps reviews 
from 122,826 places in Russia between March 4, 
2022, and June 30, 2022.

We manually annotated these messages as war 
or non-war and extracted their most frequent 
keywords. We classified these keywords into 
war-like, violence-like, and other keywords 
appearing in war-related posts, giving each a 
score. We automatically labeled the rest of the 
dataset using a keyword-matching approach.
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RQ1: Prevalence of War-related Content

Discussion and Conclusion

This study examines how Tripadvisor and Google Maps were used to circumvent Russian censorship 
during the 2022 Ukraine war. The platforms responded with content moderation, highlighting the need 
for effective policies and specialized moderators to manage unexpected social phenomena. The 
findings provide insights for researchers, policymakers, and service operators into harms that can arise 
from the use of seemingly innocuous services.

RQ2: Intent and Purpose of Content

Tripadvisor and Google Maps were used to disseminate messages about (dis)information and 
censorship bypass, humanitarian help, hate speech, and travel advice.

RQ3: Platform Moderation

There is evidence of both platform operators 
actively removing messages that contain 
war-related content. The most common reasons 
for content removal include off-topic message, 
harassment and hate speech, or more generally 
“content that violates ToS.” The lifespan of 
moderated content ranges from a few hours to 
several weeks, with some messages escaping 
moderation.

Figure 4. Removed posts labeled as war-related 
(solid line) and non-war-related (dashed).
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Figure 3. Ratio of topics found in posts and 
reviews per week.
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Here’s a reminder of 
how to get around 
restrictions on BBC 
services in Russia: 
Download the Psiphon 
app [...]

A friend is involved in 
getting orphaned kids 
out of Dnipro [...] The 
charity, Edinburgh 
based Dnipro Kids’ is 
hoping to get children 
to safety

Russians are fascists

Moscow already knows 
that Ukrop will strike, 
they are already 
digging trenches in 
Shebekino!!!!

Tomorrow will be a bus 
(for free) in Lviv. Bus 
will be waiting for 
children and women 
next to main train 
station in Lwiw.
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Figure 2. Weekly published posts and reviews. 
Dashed lines are non-war-related.

We observe substantial changes in the number of daily posts and reviews since the beginning of the war 
that correlate with the blocking of major social platforms and news sites in Russia, and with a call by 
activist groups. Our automatic content labeling reveals that the traffic increase is mostly due to 
war-related content, and topic analysis confirms a noticeable change in user discourse. These findings 
ratify that Tripadvisor and Google Maps were used as side channels to disseminate war-related 
information to Russian citizens.


